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1.1 Introduction

Since the beginning of civilization man has devised systems of hiding communication from the enemy.  Businesses need to protect sensitive trade secrets, illegal businesses hide information from law enforcement, and law enforcement needs to decipher those messages in order to bring the “evil-doers” to justice.  You come in contact with cryptology every day, when you pay your taxes, shop online, or go to work.  In the United States, during the prohibition era people have devised methods of smuggling alcohol into the country.  How did they communicate with each other so that the government agents had no idea alcohol was involved?  What methods did the government agents use to “crack their codes”?  Cryptology has influenced many engineers to build devices such as scramblers and de-scramblers for telephones and television, automated teller machines (ATM), fiber optics, and E-Commerce.

2.1 Cryptology in Literature

What caused such an interest in cryptology?  Several pieces of literature are responsible for stirring up interest in cryptology.  Authors like Edgar Allen Poe, “quote the raven, ‘nevermore’”, Shakespeare, and William Gibson are among three who have shown an interest in cryptology.  Finally, how close is Gibson’s Neuromancer to the current hit movie trilogy of today, The Matrix, or the lesser-known Dark City.  It is my hypothesis that the interest in cryptography has grown into the subculture of computer hacking.  

2.1.1 Edgar Allen Poe

Good old Ed Poe and his interest in cryptography and literature is responsible for awakening the cryptographic imagination inside of people with his literary piece The Gold-bug.  Gibson’s Neuromancer “turns out to have deep roots in Poe’s treatment of technology” (Rosenheim 108).  The Matrix, Hackers, Dark City and several others appear to have been inspired creations of Gibson’s Neuromancer.  Therefore, they also have some “roots in Poe’s treatment of technology” (Rosenheim 108).  

2.1.2 Gibson and Neuromancer

“For Gibson, digitizing information leads to a conception of the computer as a cryptographic matrix, within which a series of electrical ones and zeroes translate the world into data” (Rosenheim 108).  “Like the cryptogram, the computer is unlocked with code and operated with a code, and like a cryptogram the computer is ostensibly infallible” (Rosenheim 108).  Therefore, if you understand the code of a particular computer system you may be able to hack into that system. 

3. Cryptology in Business

Cryptology plays a large role in keeping business secrets safe and out of the hands of competitors.  Businesses transform the data into special codes to keep secrets safe from outsiders.  They adopt security policies in order to keep information from falling in to the wrong hands.  Even illegal businesses use codes and ciphers to mask the true nature of their operation.  Substituting names, codes to designate preference over a specific ethnic group, are some ways individuals have implemented the various historical codes and ciphers. 

3.1 Illegal Business

Gamblers have devised many methods of concealing their information through the use of marking cards, facial, body, and verbal expression. And for my next trick I will make an ace appear out of thin air.  A common example of a signal gamblers’ use to signify “I’m going to take this game” is done by placing a hand against their chest with thumb spread.  The others at the table who recognize the code respond back by placing their right hand, palm down, on the table to signify yes, or their fist on the table or their chest to signify no (Kahn 821).  “In the English whisk clubs of Victorian days a player would tell his partner which suit to lead by a casual comment with the first letter the same as the letter of the suit” (Kahn 821).  For example, a player may ask “how is the weather today” to signify that his partner leads with a heart.  

3.1.1 Vice City

In 1961 in Graz, Austrian vice police noticed Alexander Kotzbeck, a curio dealer, was getting a unusually large number of customers.  They also found that he was calling customers to inform them that the “baroque angel” or “rococo statue” could be picked up (Kahn 822).   Police needed more evidence in order to break up this vice ring, so further investigation revealed that the “angels” and “statues” were really call girls ages 18 to 24.  

3.1.1a Gone in 60 Seconds

The movie Gone in 60 Seconds with Nicolas Cage used this method with stolen cars, “it’s a code, you call them girls names and no one listening in is wiser” (Gone in 60 Seconds, 2000).   Another cryptosystem used in the movie involves the use of ink only visible under black light.  The final cryptosystem found in the movie is a game TV shows trivia in which they use while communicating over CB radios.  The actual question is concealed inside of another question.  The first response to the question is the answer to the actual question.  To keep the game legitimate another person answers with the correct answer.  “Sometimes knowing the language of a group is all it takes to signify that one is part of that group” (Mitnick).  

3.1.2 The Gambling Ring

In 1940 an arrest was made of a policy collector involved in a gambling ring in New York City.  Abraham P. Chess, perhaps one of the leading experts on policy codes, was asked by the New York Police department to help solve the case.  The police had no evidence of betting records, however they did have “several sheets of music, neatly staffed and scored” (Kahn 818).  Each sheet of music, at first glance, appeared to be legitimate, no evidence of anything illegal.  At the time the police had no cryptanalysis department, so the music was sent to Abe Chess, a lawyer.  Chess found out that the detective’s intuition was correct, that the music was “virtually unplayable.”  What he found out was “the measures were highly irregular” (Kahn 818).  In music, a staff is made up of 5 horizontal lines where each space and each line represents a different note.  For example, the first line (starting at the bottom) would be 1, the space above that is 2, the line above that is 3, and continuing until we get the space above the last line, which would be 0.  Chess found that each measure represented a different bet, and all together the score held over 10,000 bets.  Because of Chess’s testimony the New York Police department was able to put an end to the illegal gambling ring.  

3.2 Legal Business

Another method is the substitution of names.  

3.2.1 Television Scramblers

The next type of scrambler involves encrypting television signals so television companies can sell a new form (1950) of television called “pay-TV”.  Today, a simple search on Google will yield approximately 63,000 results with “cable tv descrambler.”  To descramble a television signal all that is required is a small piece of equipment that is attached to the cable TV line coming into a person’s house.  

In the 1950’s when television was gaining popularity so did a form of television called “pay-TV.”  

3.2.2 Phone Phreaking

Telecommunications businesses deployed methods of concealing a person’s voice.  “Delcon Corporation of Palo Alto, California, produces several kinds, from a simple, portable telephonelike[SIC] device that fits, hand-held, over an ordinary telephone to scramble the outgoing words and descramble the incoming, to more elaborate radio-scrambler attachments” (Kahn 827).  Telephone scramblers allow reconnaissance teams the ability to report back “without fear that a wiretap will reveal their information” (Kahn 827).  An online retailer specializing in the sale of spy products offers a telephone scrambler (TS-400) for $149.  “One unit is installed on the caller's phone and the second on the called party's side. Once activated, conversation becomes incomprehensible to unwanted listeners” (U-Spy). 

3.3 Prohibition

During the 1930’s Rumrunners would use codes in order to smuggle alcohol into the United States without the Coast Guard being able to stop them.  

“Messages between ship and shore stations warned of Coast Guard countermeasures, told ocean-going ships where to meet the small fast craft that would run the liquor in to some secluded cove, ordered decoy tactics by one ship to let another slip past a picketing Coast Guard patrol, reported that a Coast Guard ship was tailing a rumrunner and advised that no speedboats be sent out, and in general coordinated rumrunning activities in a highly efficient and effective manner” (Kahn 802-3).  

Today, where do we see such coercive behavior?  What about truck drivers using their CB radios to alert each other to highway patrol officers so they can exceed the speed limit without getting caught.  

3.3.1 Argot Examples

What else could have been used in these cases, the famous pig Latin, Tut Latin, or Largonji (a French system)?  Pig Latin consists of moving the initial consonant from the front of a word to the back, and adding ‘ay’.  If the word begins with a vowel, then ‘way’ is added to the end.  In Tut Latin a “tut” is interpolated between syllables.  In the French system, Largonji, the initial consonant is moved from the front of the word to the back (as in pig Latin), then we add an ‘i’ to the back and an ‘L’ to the front.  Also, if we decode the word ‘largonji’ using the method described we end up with the plaintext ‘jargon’.  

4. Cryptology in the Media

“The judicial pursuit of hackers has only intensified since the 1980s and has now become an increasingly publicized enterprise” (Wijnant).  

4.1 War Games

The movie War Games with Matthew Broderick is a more accurate portrayal of the time, dedication, and research it takes to break into a computer system.  This movie came out in 1983 as one of the earliest cypherpunk movies.  In the movie Matthew Broderick hacks into a government computer system to play a game “global thermonuclear war” which almost causes world war three between Russia and the United States.  Around the same time as the movie “FBI agents arrested the six teenage members of the "414 Gang," a computer club that hacked the Los Alamos National Laboratory, a site involved in the development of nuclear weapons” (Wijnants).  
4.2 Hackers

“A young boy is arrested by the Secret Service for writing a virus, and banned from using a computer until his 18th birthday. Years later, he and his new-found friends discover a plot to unleash a dangerous computer virus, but must use their computer skills to find the evidence while being pursued by the Secret Service and the evil computer genius behind the virus” (Hackers (1995)).

The movie Hackers illustrates in a couple scenes how to get around making free phone calls.  In one scene the audience is instructor to drop in five dollars in quarters and record the tone that each quarter makes, then hang up and get your money back.  In 1972 a similar situation actually occurred, John Draper a.k.a. Cap’n Crunch has done this using a device called a blue box (Draper).  The second situation in the movie occurs when one character makes a telephone call from prison.  In order to call anyone he wants, he hangs up the phone and does this until he gets an operators voice, now he just tells the operator what number to dial and he’s instantly connected. An illustration of breaking into a television network is shown in the movie Hacker’s in a different way.  The movie also has references to Gibson’s Neuromancer within it.  For example, the supercomputer that the hackers break into is called a “Gibson”.    The first hacking scene we see in the movie occurs when the main character, known as Zero Cool, or Crash Override, hacks into a cable television company using simple social engineering skills to obtain the number on the modem in the company.  Once inside he is able to change the television program to The Outer Limits.  A hack like this may be possible, however the timeframe shown may be exaggerated.  Usually it takes longer than the time the producers of the movie want the audience to believe.  

4.3 Sneakers

The movie Sneakers contains several cryptographic ciphers.  During one scene the characters are playing a game of Scrabble when the protagonist has an epiphany and scatters the letters on the table.  He begins with the name “SETEC ASTRONOMY” and using anagramming techniques comes up with “MONTEREYS COAST”, “MY SOCRATES NOTE”, “COOTYS RAT SEMEN” (Obviously wrong) until finally putting together two words “TOO” and “MANY” with the remaining letters spelling out “SECRETS”.  So the final key phrase is “too many secrets”.

4.4 U-571 

U-571 has very little cryptographic information about the Enigma in it.  The major plot in the movie is the recovery of the Enigma machine which is onboard a disabled U-boat.  The United States uses an older model U-boat that has been salvaged to deceive the Germans into thinking they were sent to bring them supplies.  

5. Conclusion

”As Gibson remarks, ‘everyone I know who works with computers seems to develop a belief that there’s some kind of actual space behind the screen, someplace you can’t see but you know is there’” (Rosenheim 108). 
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