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This paper is going to discuss the history of Steganography and how it has grown since its humble beginnings. After that, this paper will discuss what types of Steganography are in use today. Also, where and how they are being used. Finally, we will discuss what the future holds for Steganography and just how advanced it can become.

Since man first started communicating over written messages, the need for secrecy was in high demand. In the past, messages could easily be intercepted and since there were no secrecy devices, the third party was able to read the message. This all changed during the time of the Greeks, around 500 B.C., when Demaratus first used the technique of Steganography. Steganography is the use of hiding a message so it looks like a message does not exist at all. The official definition, according to Dictionary.com, is hiding a secret message within a larger one in such a way that others can not discern the presence of contents of the hidden message. The word Steganography derived from two Greek words steganos, meaning “covered,” and graphein, meaning “to write.”


Demaratus was a Greek citizen who lived in Persia because he was banished from Greece. While in Persia, he witnessed Xerxes, the leader of the Persians, build one of the greatest naval fleets the world has ever known. Xerxes was going to use this fleet to attack Greece in a surprise attack. Demaratus still felt a love for his homeland and so decided he should warn Greece about the secret attack. He knew it would be hard to send the message over to Greece without it being intercepted. This is when he came up with the idea of using a wax tablet to hide his message. Demaratus knew that blank wax tablets could be sent to Greece without anyone being the wiser. To hide his message, he scraped all the wax away from the tablet leaving only the wood from underneath. He then scraped his message into the wood and when he finished, recovered the wood with the wax. The wax covered his message and it looked like it was just a blank wax tablet. Demaratus’ message was hidden and so he sent this to Greece. The hidden message was never discovered by the Persians and successfully made it to Greece. Because of this message, Greece was able to defeat the invading Persian force. 


This was the first known case of the use of Steganography and since then, the complexity of Steganography has exploded. The reason for this is because it was forced to in order to keep the secrecy of the message intact. If you think about it, even though the message is hidden, in order to read it, all you have to do is find it. If the message was intercepted and the person looked in the right place, the message could be easily read.  


 Soon after Demaratus’ successful use of steganography, other forms started showing up. This also included the use of cryptology. The first known case of the use of cryptology actually came before the first known case of steganography. The use of steganography involves the coder to be a little more creative than that of a cryptology. Even though the focus of this paper is Steganography, it is impossible not to mention the history without mentioning cryptology. The two are like cousins in the secrecy family. With, cryptology, you can actually see that a message is there, but it was been scrambled so that hopefully a third party cannot read what the real message has to say. Cryptology has advanced just as much as Steganography and with the modern computers, cryptology has grown even more complex. But that, is another project all on its own. 

Another form of steganography was employed by another Greek, Histaiaeus, soon after the wax technique was no longer usable. Histaiaeus wanted to start an uprising against the Persian King and needed a form of secrecy to hide his message about the revolt. This is when he came up with the shaved head technique. Histaiaeus decided to shave the head of one of his slaves and tattooed the message on his bald scalp. When the hair grew back, he sent the slave to Persia to deliver the message. When the slave reached his destination, he shaved his head and showed the message to the intended recipient. There were a few problems with this technique though. The message could not be urgent for the fact that it takes time for the hair to grow back. Secondly, the message could not be deleted unless the messenger was killed. Which brings up the third point, the messenger could only deliver one message because tattoos cannot be erased. 


The Ancient Chinese soon developed their own uses of steganography. They would write their secret message on a piece of fine silk. Once the message was complete, they would crunch the silk into a little ball. They would then cover the ball with wax and then the messenger would swallow the ball. There are quite a couple of sources that mention this technique that the Chinese used, but no one mentions how the ball of wax was recovered from the messenger. One is only left to imagine the possible, and probably painful, ways the ball could have come out. 


Around 100 A.D. transparent inks made their way into the secrecy world. Pliny the Elder discovered that the “milk” of the thithymallus plant could easily be used as a transparent ink. If you wrote a message with the milk, it soon evaporated and left virtually no residue. It appeared as if the message completely erased. But once the milk completely dried, and was heated, it would begin to char and turn a brown color. So, this message could be written on anything that was not too flammable, which made it quite convenient. The reason it turned brown was because the milk was loaded with carbon and when carbon is heated, it tends to char. 


Another form of early steganography was developed in the sixteenth century by an Italian scientist Giovanni Porta. His technique involved hiding the secret message inside a hard-boiled egg. Porta discovered that there was a way of writing on a hard-boiled egg so that the ink would become transparent on the outside of the egg but still be visible on the egg white itself. His ink was made by mixing one ounce of alum and a pint of vinegar. The ink would seep through the egg shell because of the porous nature of the shell. It would then alter the color of the egg white inside. Due to the nature of the solution, when completely dried, turned transparent but not before altering the egg white. Because there was no notable difference on the outside of the shell, the only way to read the message would be to actually take the shell off the egg. This technique actually worked for a long time because no one thought it could be possible to write on the inside of the egg without disturbing the egg shell. The one problem with this technique is the fact that hard boiled eggs tend to rot quit quickly. The egg would have to be delivered almost immediately after the message disappeared on the outside. Not only would the rotting egg affect the visibility of the message, but the smell of the rotting egg would probably become too strong to bear. 


Invisible ink was also used during the American Revolutionary war. The technique used during this war was quite simple and easily noticeable. The technique the generals and solders used was one where they would start with a simple letter. The letter itself had no real meaning. In between all the lines of letters are gaps, empty spaces. This is to distinguish one line from the next. This is the place they used to hide the secret message using the invisible ink. They would write the message in the gaps with the invisible ink and then when the ink dried, it looked like a normal letter again. The downfall of this system was the way in which to retrieve the hidden message. In order to read the message, all you had to do was hold it up to a light and the ink glowed. So, if the enemy intercepted the letter and just so happened to read the letter with a light behind it, would easily see the secret message. There is no report on just how successful this technique really was during that war. 


Another wartime technique used was the grille system. This technique involved strategically placing letters within a seemingly ordinary text. The secret message was sent and then the receiver was only able to see the secret message by using a special grille. The grille was just a slab of wood that would fit over the message. The slab had holes in it at the spots where the strategically placed letters would be. The letters would then spell out the secret message. This technique was effective due to the fact that the person trying to intercept the message would not be able to decode it unless they had the correct slab. This was also one of the major downfalls. Both parties needed to agree on the type of slab to use. To make it more secure, I am sure that one grille was not used very often. Not only did the parties have to agree on the right grille, but if the receiver’s grille was lost or broken, the message again would be unreadable and thus useless. 


World War II brought about the invention of two new steganographic techniques. The first one was the invention of the Microdot technology. The Microdot technology was invented by the Germans to convey secret messages to its allies. FBI director at the time, J. Edgar Hoover, referred to the microdot as “the enemy’s masterpiece of espionage.” He stated this after they realized just how much the Germans were using this technology and just how much information the microdot could hold. The microdot is basically a highly detailed picture shrunk to about the size of a period or dot. You were able to fit an entire page of text or an entire picture into the little microdot, which is what made the microdot so successful. You could then see the picture again by either blowing up the dot or just by simply using a microscope. The Germans would put their dots into their letters and they were almost undetectable to the naked eye. What gave them away was the fact that they were glossy, due to the fact that they were still on film. They stood out from the rest of the paper, which was very dull. 


The other technique perfected during World War II was the use of open coded messages. This technique is very similar to the grille technique but this time no grille is needed to see the special letters. For open coded messages, certain letters of each word are used to spell out the secret message. Open coded messages use normal words and messages to write the buffer text that hides the message. Because they seem normal, they often pass security checks. Here is a frequently used example of open coded messages. Apparently this message was actually sent by a German Spy during World War II. 

Apparently neutral’s protest is thoroughly discounted and ignored.  Isman hard hit.  Blockade issue affects pretext for embargo on by-products, ejecting suets and vegetable oils.

By taking the second letter of each word, the secret message is revealed, which is: Pershing sails from NY June 1. This technique is effect because it can pass through filter devices but easily decoded by someone if they new a message was hidden in this text. It would not take long using the Brute Force technique to find the hidden message. 


All the techniques mentioned earlier were good ways of hiding messages but even with the new twists given to them, they were still nothing compared to the types of applications developed with the invention of the Computer. Computer technology has made it all so much easier to hide messages and made it a lot harder to discover that message. The rest of the paper will focus on the new applications that have derived from the use of the computer.


A majority of the messages hidden today are hidden inside digital images, audio files or video files. But even modern printers can hide messages with the way they print the text out. For example, laser printers are so precise; they can offset a letter by 1/300th of an inch. By doing this at certain points, they could send a binary message, which would be undetectable to the naked eye. They way it works is that a normal space would be considered a “0” while spaces that are offset by 1/300th of an inch would be considered the “1’s” This is good for hiding messages in print form, but has not solved the problem of sending the hidden message from computer to computer. This is where the files come into play.


Hidden files or pictures can be hidden in picture files because pictures files are so complex. Pictures on a computer are represented by tons and tons of pixels. Each pixel consists of a variation of all three primary colors, red, green and blue. In a standard 24-bit bitmap, 8 bits will represent each of the three colors. 8 times 3 is 24. That means there are 256 different variations of each color in every pixel that makes up a picture. So, to represent the color white, the code would look like 11111111 11111111 11111111. Now, the human eye cannot distinguish the difference between too many colors and so the color 11111110 11111110 11111110 would look exactly the same as white. Because of this, the last digit in every bit in every pixel could be changed. This is the basis of the Least Significant Bit Insertion technique. Now to show how this becomes useful. You only need 8 bits to represent Ascii text and there are three extra in every pixel of a picture. Therefore, with every three pixels, you could form one letter of Ascii text. This may not seem like a lot, but when the standard image size is 640 x 480 pixels, that adds up to a lot in a hurry. In order to make this practical to the user, a computer program would be needed. After you type in your secret message and determine a cover message ( the picture you want to hide you message in) the program would go through every pixel and change the last digit to represent each letter of the message you wrote. You would then send the picture to the correct recipient who would then use his program to go trough every pixel and take off the last digit and use that to form the message.

 The problem of using steganography over digital communications has been solved. Also, the great thing about LSB (Least Significant Bit Insertion) is that the message is not lost if the file is compressed. Anyone who uses online pictures knows that bitmap files hold a lot of information and so are generally large in size. But because the secret message is encoded into the color bits, the message is never lost when compressed. The one problem with this approach is that it does not work for every picture type. LSB works mainly with Bitmaps because of the way bitmaps are compressed. JPEG’s, on the other hand, are compressed using sophisticated algorithms and so a lot of the original information is lost. 

Because information could so easily be lost with certain compression programs, other techniques were developed. One technique is called the Masking and Filtering technique. This technique is very similar to watermarking. The image is marked with the secret message or image and then cannot be seen unless the luminosity level is changed to an exact amount. This worked better because the text/image was now actually part of the picture and no longer in the coding part. Another technique developed used the way certain pictures are compressed to its advantage. As stated earlier, JPEG’s are compressed using sophisticated algorithms and because of this, a lot of the original information of the picture is lost. So, basically, what this last technique does is, it determines how the picture is going to be compressed with all the algorithms. It then changes the information of the picture accordingly to the secret message. It changes the information in a way that when decompressed, it will look similar to the LSB approach. This way, when the picture is viewed, it still looks the same but the secret message could be determined by taking the last bit of each pixel just like the LSB approach. 

Today, the Internet is filled with tons of programs that uses steganography to hide secret messages. A majority of the programs use a variation of the algorithm approach. When looking closely at a program to determine how it works, you soon discover that it is really complicated, or at least, seems to be. But in reality, they are just the using the algorithm approach plus a few minor twists. Steganography is in such wide use today that it has been reported that even the terrorist group Al Quida uses it to deliver messages. Apparently they were using nude pictures on the Internet to hide their messages. I have not been able to find an example of this though. 

Steganography is also being used everyday life for practical needs. Odds are, you encounter the use at least once a week and do not even know it. One of the biggest uses today are with copyrighted materials like DVDs. DVDs are actually encoded with certain watermarks that the DVD player recognizes. The watermark has numerous functions. First it tells where the DVD came from so if someone makes copies of their DVDs, the original copy could always be determined. Secondly, the watermark determines if the DVD could actually be copied or not. Finally, the watermark tells the DVD player if it could play the DVD or not. Unknown to a lot of people, but DVDs are made in certain “Regions” and they only work in that region. For example, Asia and North America are considered different regions and so a DVD from Asia will not play on a DVD player that has a North America region code. 

Seeing how complex steganography is today, it is hard to imagine what the future could hold. But with the way technology is growing exponentially, the bounds for steganography seem limitless. One day, hiding a message inside someone’s brain without the person even knowing it, Johnny Mnemonic style, may become a reality. 
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