Monoalphabetic Substitution Ciphers 
[image: image1.png]Frequency cliques:

{e} {t} {aoin} {srh} (high)
{1d} {cumf} {pgwyb} (medium)
{vk} {xjgz} (low)




[image: image2.png]Frequent words:

the of and to a in that it is I for as with was his he be ...

Frequent bigrams:

th he an in er re on es ti at st en or nd to nt ed is ar

Frequent trigrams:

the ing and ion tio ent ere her ate ver ter tha ati for




[image: image3.png]Other helptul mtormation:

* a, 1, and o avoid contact with the exception of 10

* n tends to be preceded by a vowel

* h occurs often before e, but rarely after it

+ vowels have more contact with other letters
than consonants

For cryptograms with word divisions:

* t, 0, s are frequent both as first and last letters
* a, 1, h are frequent as first, but not last letters
e e, n, r are frequent as last, but not first letters
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